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Abstract: The cryptographic technigques often stored on
hardware devices are easy to hack as the keys required
for encrypting or decrypting the data must be stored
along with the architecture on hardware. This
increases a necessity to develop an alternative to key-
storing problem. As a solution, a physical unclonable
function is proposed. Physical Unclonable Function
are circuits which are made up of simple logic devices
which are easy to analyse, but it is hard to predict the
outputs of such systems. These circuits will be used for
key generation for the Advanced Encryption Standard
algorithm for data hiding, as part of the proposed
project work.
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I. INTRODUCTION

The most widely and popularly adopted and used
encryption standard nowadays is Advanced Encryption
Standard (AES). Its original name is Rijndael. It was
established by the U.S National Institute of Standards and
Technology in the year 2001. AES is found to be at least
six times faster than triple DES. DES was the first
encryption used but the key size was too small, keeping
this in mind and to overcome this drawback triple DES
was invented. The AES is based on ‘substitution-
permutation’ method. It involves some series of linked
operations involving inputs getting substituted by other
outputs and shuffling of rows to get the desired output.
AES performs on bytes rather than bits.

The AES requires 10 rounds for 128-bit keys, 12
rounds for 192-bit keys and 14 rounds for 256-bit keys.
AES can currently encrypt blocks of 16 bytes at a time.
The 128 bits or 16 bytes are arranged in rows and
columns making it as a 4x4 matrix. In case if the bytes are
increased for executing AES does it concurrently. If the
plain text is less than 16 bytes then it should be padded.
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AES is an iterated block cipher, which means that
same operation can be performed many numbers of times
on fixed number of bytes. For encryption process these
functions can be divided into four steps that is add round
key, sub-bytes, shift rows and mix column.
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Figl.  Flow of Encryption and Decryption

In add round key, the data or plain text will be in
form of 4x4 matrix this is XORed with the 4x4 keys. The
obtained result is now fed to the next step or for further
process that is sub-bytes.
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Fig 2. Example of add round key

Sub-bytes means substitution of bytes the 4x4 matrix
obtained from add round key is substituted by looking up
a fixed table called s-box. For each byte the
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corresponding rows and columns are checked and is
replaced by another value from s-box.
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Fig 3. Example of sub-bytes

After substitution of bytes, the 4x4 matrix data
undergoes shift row operation, where in the 1% row is not
shifted that is kept as it is, 2" row is shifted one(byte)
position to left, 3 row is shifted two position to left,
similarly the 4" row is shifted three position to left.
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Fig4. Example of shift rows

Now the mix column step which is the hardest to
explain as well as to understand. There are two parts in
this step. The first step tells how the two matrix is
multiplied and the second one deals with the Galois filed
implemented over the multiplied value.

A. Matrix Multiplication

At a single time one column matrix multiplication is
done (4 bytes). Every value of the matrix is multiplied
against each wvalue in the column matrix. After
multiplication of these two values then they are XORed
then they become the output for the next state. The
multiplication is performed against each value of the
column matrix with each row matrix of other one.

b1]b5 b9 b13

1231 b2(b6 bl0 bl4
1123 b3(b7 bll bl5
3112 b4(b8 bl2 bl6

The first row of a matrix is multiplied with the first
column of other matrix then the obtained result is XORed
to produce 1 byte value. For e.g., resultl = (b1 * 2) XOR
(b2*3) XOR (b3*1) XOR (b4*1) Similarly this is method
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is followed for all the rows and columns. It is done until
all the columns are completed.

B. Galois Multiplication

The above multiplication is performed over the Galois
Field. The concept of this is very difficult to understand.
So, this section will instead implement on the two tables
known as L and E table which is in HEXA decimal form.

If two HEX values have to be multiplied, we first
lookup for L table, the corresponding two HEX values
will be taken, then we simply add the number together.
After addition if the result is greater than FF, we subtract
FF from the addition result. After getting the added value
we will look up for E table, again we take the 1% digit to
lookup the vertical index and 2™ digit to lookup the
horizontal index. The values obtained from E table will
be the result of the HEX values taken in the beginning
over a Galois Field.
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Fig5. Example of mix column

Similarly, all the steps are performed over all the
numbers in matrix and obtained text will be the cipher
text.

I1l. DECRYPTION PROCESS

The conversion of cipher text from the encryption
process to the plain text again is called decryption. It is
generally the reverse process of encryption.
Steps involved in this process are Inverse mix column,
Inverse shift rows, Inverse sub-bytes, Inverse add round
key. Steps are same as encryption process but in reverse
order. The cipher text obtained after encryption process is
fed as input to decryption process. In inverse mix column
step using L and E table the values are obtained in shift
rows 1 row is not shifted, 2" row is shifted one position
to right, 3" row is shifted two positions to right, 4" row is
shifted three positions to right. The obtained shifted
matrix now undergoes substitution using Inverse S-box
table. Now 128 bits of matrix from sub-bytes is now
XORed with the random generated matrix, the output
obtained is same as input to encryption process.
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Fig 6.  Process of AES Encryption and decryption

V. PHYSICAL UNCLONABLE FUNCTIONS

Since it is easy to analyze or hack the system which
are implemented on hardware devices and even during
fabrication wire delays are introduced between the
components of circuitry introduces a “surprise” factor to
circuit developed, thus making it difficult to predict
output at given time and this is the same principle of PUF.
Physical unclonable function are circuits which are made
up of simple logic devices which are easy to analyze, but
it is hard to predict the outputs of such systems.

N-stage ring oscillator
in—dlaﬂenger ----------------------------------

in-challenge '

A 1-bit PUF consists of three major units- 2 N stage
ring oscillator, two counters and one comparator. A ring
oscillator are a series of inverters connected in series with
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a negative feedback system. The in-challenges work as
enables to the ring oscillators for them to produce single
bit values. Every time a “1” bit is generated by the ring
oscillator; the counter must increment by 1. To generate 1
bit of result 2 ring oscillators and counters must be
working in parallel. Due to varying wiring delays in ring
oscillator generated due to fabrication, only one of the
counters will reach its maximum limit. If the first counter
reaches the maximum limit, the output is “0”, otherwise
the output is “1”. In this manner 128-bits must be
generated to obtain the 128-bit key for add round key of
AES. Once the data is XORed with the key during add
round key step, the remaining steps of AES-shift rows,
mix-column and sub-bytes are performed. To verify the
working, decryption must also be performed to retrieve
the plain text from the cipher/encrypted data.

A. Literature Review

Jeeson Kim, Taimur Ahmed, Hussein Nili, Jiawei
Yang, Doo Seok Jeong, Paul Beckett, Sharath Sriram,
Damith C. Ranasinghe, and Omid Kavehei, “A Physical
Unclonable Function with Redox-based Nanoionic
Resistive Memory” - Redox-based(reduction oxidation)
based resistive memory, it acts like switch and for
ReRAM’s memories, it has nano-fabrication process.
PUF with Redox-based device then analyze the cyber-
physical Security Application and performance, observe
the characteristics. Redox based resistive memories is one
of the most promising devices for information processing
and memory application. Various PUF performance
metrics have been analyzed. Redox based provide low-
cost, low power, and secure unclonable function. ReRAM
have disadvantage of using a combination of novel
architectural and peripheral circuity.

Erik Sargent and Weston Jensen, “Authentication
using a physically unclonable function” - In this project
PUF was development on a FPGA board to implement a
form of authentication project will discuss how the PUF
was designed tested and how well it worked. Using
PUF’s function on FPGA, are really efficient at
minimizing and matching signal propagation delays. They
use arbiter PUF’s, but generally do not work well on
FPGA devices because they have function variations in
signal propagation delay.

Sangjae Lee, Mi-Kyung Oh, Yousung Kang, and
Dooho Choi, “Implementing a phase detection ring
oscillator PUF on FPGA” - PUF protects the IOT devices
and hardware and software technologies because 10T
devices had a proliferation issue it is affected to key
management and generation of digital identifier PUF
helps to generate the device specific IDs to protect the
hardware cloning and RO PUF uses phase detection
scheme to generate a random output of PUF. For
implementing the phase detection two block of RO
devices are used for comparison of phase, light and
images. More circuit complexity and distortion occur
while detecting any signals.

Likhithashree R and Divya Kiran, “Design of Power-
Efficient Ring Oscillator based Physically Unclonable
Functions for FPGA” - For data transfer and
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communication purpose people used reconfiguration
devices means rearrange the settings of systems or
elements or applications of the devices so this is easy for
the attackers of the devices have sensitive property.
Because of this condition they design “Ring oscillator
based Physically Unclonable Function”. FPGA it
provides security for the devices and avoid the hacking
process. Existing approaches are power exhaustive due to
computation complexity, produce power overhead issues.
Number of circuit stages are required to implement the
design of RO on FPGA.

V. CONCLUSION

The PUF can be simulated to generate different
fabrication delays to obtain 128-bit key. This key must be
used to encrypt/decrypt a 128-bit data. This PUF will be
added to AES add round key step to generate cryptic keys
to make the hacking ‘nearly’ impossible.
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