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Abstract: The main objective of this project is to
illustrate the technology used for security systems. This
work presents the development process in security system
that uses CCTV for security purpose. This security
system is implemented using Raspberry Pi 3B. In home
automation security system, once the person enters the
building, the lights will be turned on automatically. We
use face recognition systems which detects the liveliness
of the person for the authorizations for the restricted
section of the building and is secured by motion sensors
and sound detection sensors. When any motion or sound
is detected there without authorization, then the alarm is
triggered, the camera is activated and a message is sent
to the security. Further, if smoke or fire is detected, the
fire will be extinguished automatically by the water
sprinkler system.
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I.  INTRODUCTION

10T or the internet of things is the interconnection of
devices within the existing internet infrastructure.
Generally, the Things in Internet of Things can be of any
sort of device with any kind of built in different types of
sensors with the ability to collect and also transfer the data
at a faster rate over the different types of networks without
the human intervention. The latest embedded technology
in the different objects helps them to interconnect and have
interact with internal state and also with the external
environment which in turn helps us in the decision making
process. In the nutshell, Internet of Things is a concept that
connects with all the possible devices to the internet.
Internet of Things is also trying maximum to expand the
interdependence in humans i.e., interact, contribute and
also collaborate to all things.

Since Internet of Things allows all types of devices that
need to be controlled remotely across the internet, it creates
different opportunities to connect the system directly and
then integrate with the physical world to computer-based
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systems using different type of sensors and internet. Some
of the common sensors include accelerometer, temperature
sensor, magnetometer, proximity sensor, gyroscope, image
sensor, acoustic sensor, gas RFID sensor, humidity sensors
and micro flow sensors. The interconnection of these
multiple embedded devices will result in automation in
nearly all fields, also enabling advanced applications. The
obtained results indicates the improved accuracy, system
efficiency and also socio economic benefits with the
reduction in human intervention. It also encompasses the
technologies such as smart systems, smart grid, smart
phones, smart technology, smart applications, intelligent
transportation and smart cities.

Internet of Things generally uses the latest multiple
technologies and different available network protocols to
communicate and coordinate with devices based on the
system requirement. The major technologies and protocols
are Bluetooth, Wireless Fidelity (Wi-Fi), Near Field
Communication (NFC), Radio-Frequency Identification
(RFID) and other protocols.

Raspberry Pi is a small credit card sized computer
developed in the United Kingdom by the Raspberry Pi
Foundation. It is used for multiple purposes. It can be used
as a general computer, for browsing the internet, playing
HD videos, making spread sheets and word-processing or
playing games. It is mostly used for making Internet of
Things project like infrared cameras, security systems,
music systems, monitoring weather conditions these days.
It is also used in the field of robotics due to its portable
size and good processing power required for stand-alone
system.

In this project we describe about “Anti-theft home
automation”. The proposed design is a system which
provides security to the building and protects the building
from thieves. Firstly, the building is automated. Whenever
a person enters the building, the lights and fans will be
turned on automatically. It will be turned off automatically
when there is no one inside.
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The restricted section of the building is secured with
face recognition and access is granted only if the person is
authorized. The security system mainly consists of piezo-
electric sensors, sound sensors and a CCTV camera. If any
unauthorized person enters inside the restricted area, the
piezo-electric sensors detect the vibrations and the alarm
will be triggered. This also activates the camera and the
camera starts recording. A message will also be sent to the
owner of the building.

Further, there will also be smoke sensors placed
throughout the building which senses smoke or any fire
breakout within the building. If the sensor detects any
smoke, it triggers an interrupt, which in-turn is sent to the
water sprinkler system. The sprinkler system puts off the
fire by spraying water in a controlled manner. Once is fire
is completely put off, the sprinkler system stops spraying
the water automatically.

Il. MOTIVATION

Since thefts and robberies are increasing day by day,
the proposed system implements a multi-level
authentication to protect important sections of a building.
This system can very well be implemented in bank’s strong
rooms, lockers and other places where the confidential data
are stored. In software companies, this system can be
implemented in server rooms where access is given only to
certain people. We have proposed this model to protect the
society from thieves that are on the rise day by day.

I1l.  PROBLEM STATEMENT

The system primarily depends on internet access. The
system needs to have constant internet connectivity. If the
network connectivity is lost, the function of the system is
affected. The security implemented in this system is low.
Hence, hackers can break into the system and could steal
vital information pertaining to the security of the building.

IV. LITERATURE SURVEY

[1] We here use IOT for the web based GUI of IOT
system which sounds an alert and shows the image
captured to user. Security and safety have always become
a basic necessity for the urban population. With increase in
the rapid urbanization and development of big cities and
towns, the graph rate of different types of crimes is also
rising, The basic anti-theft security systems uses different
set of sensors on the walls or with the motion detection
sensors so that it can be avoided to an extend by using
Infrared blocking clothes and hiding behind the different
objects or just simply identify the objects and disable them.

[2] The main objective of this project we designed is an
advanced electronic security system using small PIR and
IR sensors built around the Node MCU controller. PIR
sensor senses the presence of intruder & controller reads
the signal from the sensors. If an intruder is detected, it
compares the detected image with predefined images in the
database, then it turns on the buzzer and also sends a
notification to predefined number. At the same time, the
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video of intruder can also be monitored and sent to the
concerned authorities.

[3] This paper proposes a novel security system based
on Open source cloud server things speak.com and a very
low cost ESP8266 Wireless-Fidelity module. The paper
also includes a Passive Infrared module which will
constantly monitor the home or the work space which to be
monitored, When the Passive Infrared module detects any
type of intruder, it immediately sends an alert signal to the
ATmega328P microcontroller and the controller is
connected to a ESP8266 Wireless-Fidelity module and
also to an alarm system. The System transmits an high alert
signal to the open source cloud platform which generally
provides an alert signal indicated on the end user’s mobile
phone.

[4] In this paper the Internet of Things mainly focuses
on building a smart wireless home security system which
will send the alert message to the registered owner by using
Internet in case of any type of trespass, it raises an alarm
immediately. Besides, by the same can also be utilized for
home automation application by making use of the same
set of available sensors, the microcontroller used in the
current prototype is the TI-CC3200 Launch pad board
which comes with an advanced type of embedded micro
controller and an onboard Wireless Fidelity shield using
which all the different set of electrical appliances inside the
home can also be controlled, coordinated and managed.

V. EXISTING METHOD

The block diagram of the proposed method is shown in Fig,
1.

A. Hardware Components

The block diagram of the proposed system consists of
the following components — Raspberry Pi, camera module,
infrared sensor, sound sensor, smoke sensor and so on.
This system is also equipped with a sprinkler system in
case of fire emergencies.

a) Raspberry Pi

The Raspberry Pi is a credit card sized single board
computer. In this project we are using a Raspberry Pi
Model 3B which comes with 1GB of RAM. Here, the
Raspberry Pi is the main controller of the system which
takes input from all the sensors and gives appropriate
actions as the output.

Raspberry Pi 3 Model B was released in February 2016
with a 1.2 GHz 64-bit quad core ARM Cortex-A53
processor, on-board 802.11n Wi-Fi, Bluetooth and USB
boot capabilities. On Pi Day 2018, the Raspberry Pi 3
Model B+ was launched with a faster 1.4 GHz processor
and a three-times faster gigabit Ethernet (throughput
limited to ca. 300 Mbit/s by the internal USB 2.0
connection) or 2.4 / 5 GHz dual-band 802.11ac Wi-Fi (100
Mbit/s).
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Fig 1. Proposed method for visitor tracking system

Fig2. Raspberry Pi

b) Camera Module

The Raspberry Pi camera module v2 is a high quality
8MP Sony IMX219 image sensor which is a custom
designed add-on board for the Raspberry Pi featured a
fixed focal length. In this project we are using a camera
sensor to record the entire restricted area as soon as motion
is detected.
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Fig3. Raspberry Pi Camera Sensor

c) Infrared Sensor

An infrared sensor is an electronic device, that emits
infrared waves in order to sense some aspects of the
surroundings. An IR sensor can measure the heat of an
object as well as detect the motion. In this project, we are
using IR sensors for motion detection in the restricted
section of the building.

Fig4. Infrared Sensor

d) Sound Sensor

Sound sensors are used to detect any sound variations
in the environment. It consists of a microphone that is used
to pick up any kind of noise variations in the surrounding.
In this project we are using sound sensors to improve
security of the restricted sections of a building by sending
an interrupt as soon as the threshold value of the sound is
exceeded.

Fig5. Sound Sensor

e) Smoke Sensor

A smoke detector or sensor is a device that is typically
used to sense smoke or fire. In this project, we use smoke
sensors to detect any fire or smoke that can be caused due
to short circuits or any other causes. If the sensor detects
smoke, it triggers an interrupt which in-turn activates the
water sprinkler system.
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Fig 6. Smoke Sensor

f)  Motor driver and DC Motor

The motor driver is used to connect a DC Motor to the
Raspberry Pi. This works in conjunction with the face
recognition system. If the user is authorized to use the
restricted area, the door is automatically opened. The
controlling of the door can be achieved using a DC Motor.

Fig 7. Motor Driver

g) Wi-Fi Module

This module is a part of the Raspberry Pi and is used to
connect the system to the Internet. The lights and fans in
the building can be controlled from the Internet. This also
provides the entire system with Internet access. Hence the
data from the video camera can be sent to the owner using
the internet access.

h) Water Sprinkler System

This system consists of sprinklers placed at different
sections of the building. If an interrupt is triggered by the
smoke sensor, the water sprinkler system sprays water in a
controlled manner in order to put out the smoke or fire.
Once the smoke or fire is put out, the water sprinkler
system shuts down automatically.

i) Buzzer

A buzzer is an audio signaling device, which may be
mechanical, electromechanical or piezoelectric. In this
project, the buzzer is used to indicate an alarm. When an
unauthorized person tries to access the restricted section of
a building, the buzzer gets activated.

j)  Power Supply

The component that supplies power to a computer is
called power supply. One purpose of power supply is to
convert AC to DC so that the computer has proper power
to run its components, another is to distribute proper
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voltage to each component. The Raspberry Pi uses a 5V
DC power supply. It can either be a mobile charger, a
power bank or batteries connected to a power booster
module to supply constant voltage.

B. Software
a) LINUX

Linux is one of the most reliable, secure and worry-free
operating system. It is used in cars, supercomputers,
smartphones, home appliances, home desktop to enterprise
servers, refrigerators, Roku devices and televisions. The
Raspberry Pi runs on a Linux distribution called Raspbian
OS. Raspbian is the official OS for the Raspberry pi that is
also the most common OS. Raspbian is a version of Linux
specifically built for the Raspberry Pi. The latest version of
Raspbian OS is Raspbian Buster.

b) Python

This entire project will be programmed using Python
language. Python is used as the programming language for
Raspberry Pi. Python is used for general purpose
applications and high level machine learning algorithms
and programming language, mainly it was developed for
the emphasis on code readability and also its syntax allows
the unknown programmers to express the related coding
algorithms and concepts in fewer lines of code. Python also
lets the programmer to write the code in faster rate,
effectively and accurately. Python is also used to control
system hardware. The latest available released version of
Python is version 3.8.

VI. APPLICATIONS

a) This can be implemented in banks where only
authorized personnel are allowed to certain sections of
the banks.

b) This system can be implemented in schools and
colleges.

c) Itcan also be implemented in homes and offices.
d) This system can be implemented in Museums.
e) It can be used to provide security to temple treasury.

f) Hospitals can also adopt this technology for securing
certain rooms that contain medicines.

g) This system can also be used in Military bases.
VIl. ADVANTAGES
a) Multiple layers of security for restricted areas.

b) The system can be monitored from anywhere in the
world.

c) High degree of accuracy.
d) The entire building can be automated.

e) There is no wastage of electricity since the building is
automated.

f) The system can be controlled from a remote location.
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VIII. ISSUES

a) The entire system depends on Internet access. So, if the
network goes down, the system becomes inactive.

b) The system is vulnerable to hackers who can penetrate
the system and control it without the knowledge of the
owner

IX.  CONCLUSION

The proposed system uses 10T for anti-theft security
system and home automation. It can be implemented in
places where high security is needed to protect documents
or other assets. The system also includes home automation
features so as to make the lives of the people much easier.
A lot of energy can be saved due to automation as it turns
off devices and equipment automatically when they are not
in use. The entire system can be monitored from a remote
location. The system can also be controlled using internet
enabled devices from anywhere in the world. Hence, loT
can revolutionize the way a system interacts with the
environment and provide multiple layers of security in
places where it is needed the most. loT can also
revolutionize the way we interact with our daily devices by
fully automating our environment and thus making our
lives much easier.

REFERENCES

[1] S. Navulur and M. N. Giri Prasad, "Agricultural management
through wireless sensors and Internet of Things", Int. J. Elect.
Comput. Eng., vol. 7, pp. 3492-3499, 2017.

[2] L. Zhang, I. K. Dabipi and W. L. Brown, "Internet of Things
applications for agriculture” in Internet of Things A to Z:
Technologies and Applications, 2018.

[3] T.-G.Végen, L. A. Winowiecki, J. E. Tondoh, L. T. Desta and T.
Gumbricht, "Mapping of soil properties and land degradation risk
in Africa using MODIS reflectance", Geoderma, vol. 263, pp. 216-
225, Feb. 2016..

[4] A. 1. S. Neto, S. Zolnier and D. L. de Carvalho Lopes,
"Development and evaluation of an automated system for
fertigation control in soilless tomato production”, Comput.
Electron. Agricult., vol. 103, pp. 17-25, Apr. 2014

[5] P. V. Santhi, N. Kapileswar, V. K. R. Chenchela and C. H. V. S.
Prasad, "Sensor and vision based autonomous AGRIBOT for
sowing seeds", Proc. Int. Conf. Energy Commun. Data Anal. Soft
Comput., pp. 242-245, Aug. 2017.

[6] N. Khan, G. Medlock, S. Graves and S. Anwar, GPS guided
autonomous navigation of a small agricultural robot with
automated fertilizing system, 2018.

[7] Dr. Manjunath M, Dr. Dinesh S, Prof. Venkatesha G, “Automatic
Irrigation, Pesticide Sprinkling and Solar Operated Tractor”
published in Journal of Advances in Communication Engineering
and Its Innovations Volume 4| Issue 2 | 09 July 2019 |Page 1-12
IMANTECH PUBLICATIONS, Ghaziabad 201014, Uttar
Pradesh, INDIA 2019 .

[8] Dr. Manjunath M, Prof. Venkatesha G, Dr. Dinesh S, “Survey
Paper on Classifiers for Machine learning” published in Journal of
Artificial Intelligence, Machine Learning and Soft Computing
Volume 4] Issue 2 | 14 Sep 2019 |Page 17-27 |MANTECH
PUBLICATIONS, Ghaziabad 201014, Uttar Pradesh, INDIA 2019

[9] Dr Manjunath M, Venkatesha G, Dr Dinesh S, “Visual Display
Matrix Computation Bases Smart Object Detector” was reviewed

© PICES Journal / Publisher: WorldServe Online 2021. www.pices-journal.com

by experts in this research area and accepted by the board of ‘Blue
Eyes Intelligence Engineering and Sciences Publication’ which
was published in ‘International Journal of Emerging Science and
Engineering (IJESE), Scopus Indexed journal, ISSN: 2319-6378
(Online), Volume-5, Issue-12, January 2019. Page No.: 7-10, The
B | Impact Factor of IJESE is 5.02.

[10] Dr. Manjunath M, Dr. Dinesh S, Venkatesha G “SEPD Technique
for Removal of Salt and Pepper Noise in Digital Images” was
published in International Research Journal of Engineering and
Technology (IRJET), e-ISSN: 2395-0056, p-ISSN: 2395-0072,
Volume: 06 Issue: 03 | Mar 2019 | Impact Factor value: 7.211 | ISO
9001:2008 Certified Journal |Scopus Indexed Journal.

[11] Dr. Manjunath M, Prof. Venkatesha G, Dr.Dinesh S “Agriculture
Crop Yield Prediction and Efficient Use of Fertilizer using
Machine Learning” Published in Journal of Android, IOS
Development and Testing Volume 5| Issue 1 | 02 Mar 2020 |Page
01-13 |[MANTECH PUBLICATIONS, Ghaziabad 201014, Uttar
Pradesh, INDIA 2020. .

[12] M, Manjunath, and H B Kulkarni. “Analysis of Unimodal and
Multimodal Biometric System Using Iris and Fingerprint”.
Perspectives in Communication, Embedded-systems and Signal-
processing - PiCES 2, no. 8 (December 5, 2018): 333-337.
Accessed February 4, 2021. http://www.pices-
journal.com/ojs/index.php/pices/article/view/109.

[13] Manjunath M, Dr K B Raja, “A NOVAL APPROACH FOR
RECOGNITION OF IRIS USING DESCRETE WAWELET
TRANSFORMS AND PRINCIPLE COMPONENT ANALYSIS”
was published in the International Journal of Advanced
Networking and Applications (IJANA) Volume: 5 Issue: 1 Page
1830 — 1836 May/June 2013, ISSN (Online): 1985-2304, Thomson
Reuters' Researched ID: B-8619-2016, | Impact Factor: 3.462,
ICV:5.93Points, IJANA Journals, Coimbatore, Tamil Nadu,
INDIA.

[14] Rupanagudi S.R. et al. (2015) Design and Implementation of a
Novel Eye Gaze Recognition System Based on Scleral Area for
MND Patients Using Video Processing. In: EI-Alfy ES., Thampi
S., Takagi H., Piramuthu S., Hanne T. (eds) Advances in Intelligent
Informatics. Advances in Intelligent Systems and Computing, vol
320. Springer, Cham. https://doi.org/10.1007/978-3-319-11218-
351

[15] Dr. Manjunath M, Prof. Venkatesha G, Dr.Dinesh S “Agriculture
Crop Yield Prediction and Efficient Use of Fertilizer using
Machine Learning” Published in Journal of Android, I0S
Development and Testing Volume 5| Issue 1 | 02 Mar 2020 |Page
01-13 [IMANTECH PUBLICATIONS, Ghaziabad 201014, Uttar
Pradesh, INDIA 2020.

[16] Dr. Manjunath M, Prof. Venkatesha G, Dr.Dinesh S, Dr. Nagendra
Kumar M “Ultrasonic & IR Sensors Based Potholes and Speed
Brakes Detection System” Published in Open Journal System
(0JS) in the issue of Trends in Microwave Engineering and
Technology, Volume 5| Issue 1 | 01 Feb 2020 |Page 01-09
IMANTECH PUBLICATIONS, Ghaziabad 201014, Uttar
Pradesh, INDIA 2020.

(o) This work is licensed under a Creative Commons Attribution 4.0 International License.

Permissions beyond the scope of this license may be available at PiCES Journal Open Access Policy

Visit here to cite/refer this article

253


http://www.pices-journal.com/
https://creativecommons.org/licenses/by/4.0/
http://pices-journal.com/ojs/index.php/pices/OpenAccess
http://pices-journal.com/ojs/index.php/pices/article/view/279
http://creativecommons.org/licenses/by/4.0/

