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Abstract: With the changing times, the physical touch is
changing to electronic ones. Meeting new people,
working together, banking transactions, shopping,
anything under this sun is now been made possible to do
online. With such huge amounts of data involved in such
scenarios, the safety of the data is also very important.
This paper shows an encryption method to safeguard the
data.
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I. INTRODUCTION

There is increasing need of secure data communication
in computer network Technology. Since, AES Algorithm
which is considered as an important process in securing
data which was introduced in 2000 was replaced by DES
[1], a data encryption standard endorsed by the U.S.
National Institute of Standards and Technology (NIST).
The main reason that AES Algorithm is immune to brute-
force attack [2].

AES can be implemented in software and hardware
but, hardware implementation is used in real time
application. The three major design targets with respect to
hardware realization are: optimization of area or cost
reduce in computational speed and low power
consumption [3].

Hardware implementation of AES is very reliable,
conveniently fast and suitable for high speed applications.
Hardware encrypted drivers can be easily reset which
reduces down time in erasing data which gives better
performance [4].

In this paper we discuss the combination of two popular
methodologies: The AES algorithm and visual
cryptography to ensure high security of data. The paper
also shows the existing techniques in this field.
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Il. LITERATURE SURVEY

J. Balamurugan et al [6] proposed a concept of high-
speed low-cost implementation of AES on FPGA which
states that implementation of 128 bit-key AES cipher. The
design’s target is to optimize speed and cost, but the major
drawback was that the area was not completely optimized
as it was estimated.

M.zeghid et al [7] proposed Modified AES algorithm
for encryption. According to author, an extra feature of key
stream generator is added to AES. This is shown to
improve performance of encryption of an image the result
was characterized by increase in entropy.

Omkar S.Dhede et al [8] implemented a method of
hardware implementation of AES using minimal resource
on FPGA.As hardware is more secure than the software,
proposed system provides high security to the hacking .
The only disadvantage proposed in the system was no
flexibility for selection of key length.

Shize Guo et al [9] presented a system to prevent
Analytical Side-Channel attacks on AES. This system with
AES was implemented on 8-bit microcontroller, but the
major drawback was there was Side-Channel attack on the
AES because it couldn’t recover the entire secrete key at
once.

I1l. EXISTING ALGORITHMS

In this section we will be dealing with the existing
method which includes implementation of AES.

Advanced Encryption Standard was discovered by
John Daenun and Vinunt Rijmen and is popularly known
as Rijndael algorithm [10]. It is a symmetric block
encryption algorithm. The size of the encrypted block can
be 128-bit, 192-bit or 256-bit [11]. The steps involved in
Standard AES algorithm are shown in Fig. 1.

This paper implements the AES-128 encryption
algorithm. The AES-128 encryption algorithm encrypts
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128 bits, and this 128-bit data (16 bytes) are arranged in a
4 x 4 column order matrix [12].

A. Add Round Key

The 16 bytes of the matrix is now considered as 128
bits of plain text and are XORed to 128 bits of the round
key and the obtained result will be imposed on the next step
called Sub Bytes [13]. The key matrix used for encryption
and decryption must be the same.
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Fig 1. Standard implementation of AES algorithm

allal2 al3ald k11 k12 k13 k14 r11r12ri3r14
a21 a22 a23 a24 | ®| k21 k22 k23 k24| =[r21r22 r23 r24
a3l a32 a33 a34 k31 k32 k33 k34| |r31r32r33r34
a4l ad2 a43 add k41 k42 k43 k44) |r4lr42 r43 r44

Fig 2. Add round key — a is the input matrix, K is the
key matrix and r is the add round key output

B. Sub Bytes and Inverse Sub Bytes

During encryption, the 16-byte input matrix is
substituted by look up table - a fixed table (S-box) given in
design. The result is a matrix four rows and four columns
[14]. For decryption inverse S-box is obtained by applying
inverse transformation. The s-box and inverse s-box tables
are shown in Fig. 3 and Fig. 4.
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Fig 3. S-box table
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C. Shift Rows and Inverse Shift Row

For encryption, values in each row are left shifted N-1
times in a cyclic manner, where N is row number of the
matrix. The shift is carried out as follows [15].

1. First row remains unchanged.

2. Second row is shifted one position to the left.
3. Third row is shifted two positions to the left.
4. Fourth row is shifted three positions to the left.

The result is a new matrix consisting of the same bytes
but shifted with respect to each other, as shown in Fig. 5.
For decryption, the shifting is done in cyclic right manner.

1 2 3 4 S 6 7 8 9 Oa |Ob | Oc | Od | Oe | Of
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Fig4. Inverse S-box table

allal2 al3 ald allal2 al3 al4
a2l a22 a23a24 | > | a22 a23 a24 a2l
a3l a32 a33 a34 a33 a34 a3l a32
a4l a42 a43 ad4d ad4 a4l ad2 a43
Fig5. Shift-Rows of encryption of AES

D. Mix Column and Inverse Mix Column

Each column of four bytes is transformed using a
special mathematical function. Since Mix Column
approach, which is the most algorithmically intense, due to
the involvement of multiplication in the Galois field
[GF(278)].

In this transform each column of the state matrix is
multiplied by a constant fixed matrix. The procedure
remains the same for both encryption and decryption; only
the keys change, as shown in Fig. 6 and Fig. 7.

To reduce the computation time, the Look Up table
approach is implemented which is the methodology of pre-
computing all possible multiplication with Galois flied and
by storing the process in the form of lookup table. Let us
consider the flowchart working with the look up table
approach [16].
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a33 a34 a3l a32 01010203 $31 532 s33 s34

ad4 a4l a42 a43 03010102 s41 s42 s43 s44

Fig 6.  Shifted matrix is multiplied with the mix
column key to get encrypted matrix.
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Fig 9. L table used for LUT approach
Fig 7. Encrypted matrix is multiplied with the mix
column key to get decrypted matrix (shifted rows)

001 203 4 5 %6 78 9 A B D E F
0 01 03 05 OF 11 33 55 FF 1A 2E 72 96 Al F8 13 35
Input tw b q 1 5F E1 38 48 D8 73 95 A4 F7 02 06 OA 1E 22 66 AA
nput two numbers x an 2 E5 34 5C E4 37 59 EB 26 6A BE D9 70 90 AB E6 31
3 53 F5 04 0C 14 3C 44 CC 4F D1 68 B8 D3 6E B2 CD
# 4 4C D4 67 A9 EO 3B 4D D7 62 A6 F1 08 18 28 78 88
. . 5 83 9E B9 DO 6B BD DC 7F 81 98 B3 CE 49 DB 76 9A
Obtain result considering L-table 6 B5 C4 57 F9 10 30 50 FO OB 1D 27 69 BB D6 61 A3
+ 7 FE 19 2B 7D 87 92 AD EC 2F 71 93 AE E9 20 60 A0
8 FB 16 3A 4E D2 6D B7 C2 5D E7 32 56 FA 15 3F 41
Add L(x) and L(y) 9 C3 5E E2 3D 47 C9 40 CO 5B ED 2C 74 9C BF DA 75
A OF BA D5 64 AC EF 2A 7E 82 9D BC DF 7A 8E 89 80
l B 9B B6 Cl 58 E8 23 65 AF EA 25 6F Bl C8 43 C5 54
C FC 1F 21 63 A5 F4 07 09 1B 2D 77 99 BO CB 46 CA
yes no D 45 CF 4A DE 79 8B 86 91 A8 E3 3E 42 C6 51 F3 OE
E 12 36 5A EE 29 7B 8D 8C 8F 8A 85 94 A7 F2 0D 17
F 39 4B DD 7C 84 97 A2 FD 1C 24 6C B4 C7 52 F6 01
Subtract 255-sum Store value of sum Fig 10. E table for LUT approach
. ¢ IV. PROPOSED METHODOLOGY
. - Th involved is shown in Fig. 11.
Obtain result considering E-table € steps involved is sho 9
A Prompt the user to enter his or her name
Result ¥
Prompt the user to enter the password
trd —
. Z ¥
Fig 8. Flow chart of the LUT approach A
b Create 4x4 matrix
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o L 3 t
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Fig 11. Flowchart of the methodology
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A. Inputs

The user is prompted to enter the username and
password. All the characters of the username are
converted into a 4x4 matrix and the password is embedded
within them.

B. AES Algorithm

AES breaks data into matrix of bytes of predetermined
size and encrypt every state independently of each other.
Putting together bytes into a state has no cryptographic
significance, yet it is an important process without whom
other operations cannot be conducted. A matrix with 4
rows and 4 columns is formed where each entry is a byte
or 8 bits so that there are essentially 16 bytes in total. We
restrict to description of a typical round of AES
encryption. Each round comprises of four sub-processes,
as described in the previous section.

C. Visual Cryptography

To further secure the data, an extra step of Visual
cryptography is added to the algorithm.

Visual cryptography is a cryptographic technique
which allows visual information (pictures, text, etc.) to be
encrypted in such a way that the decrypted information
appears as avisual image. One of the best-known
techniques has been credited to Moni Naor and Adi Shamir
[21], who developed it in 1994.

In this method the data which is printed has to be
encrypted and divided into two shares. Each pixel of
original data is further divided into two sub-pixels in each
share. The Distribution is done as follows:

o If the original data image has white colour pixel, then
the sub-pixel of share 1 has either of black or white
combination or vice versa, the same has to be chosen
for share 2.

o If the original data image has black colour pixel, then
the sub-pixel of share 1 has either of black and white
combination or vice versa, the complement has to be
chosen for share 2.

V. RESULTS

The encryption is implemented on MATLAB, while
the decryption on FPGA, using Verilog. Mix column is
implemented using two techniques — LUT and using adds
and shifts. In adds and shifts method, the LUT is broken
down into combination of multipliers (as per the
conventional method) and then utilized adders and shifters
in order to obtain the results. The efficiency of both have
been mentioned in Table. 1.

Area Power Speed
LUT 33% 24.28mW | 12.726ns
Adds and Shifts | 13% 11.06mW | 4.356ns

Table 1. Efficiency comparison of Mix Column approaches
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The screenshots of analysis are shown in Fig. 12 and
13.

Cnt

Fig 13. Synthesis report of LUT

V1. CONCLUSION

In this paper, encryption and decryption algorithm
implemented by using AES 128-bit. Here, the objective is
to reduce the power consumption, decrease the area and
increase the speed of FPGA and reduce the computing time
in Mix Column. As hardware is more secure than the
software , proposed system provides high security to the
hacking. As a future scope, research could be carried out
to further enhance the security of the methodology
elaborated in this paper. Combination of the visual
cryptography method along with other forms of encryption
such as DES and triple DES could be explored. Area and
speed efficient VLSI designs for other stages of the AES
algorithm could be studied and implemented. Overall, a lot
of promising research could be continued in this field of
network security.
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