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Abstract: In the world of digitization, security is the
main aspect and security of data plays an important
role in communication and the field of electronics. One
of the highly flexible security standard algorithm, AES
provides a secure communication over the network.
This paper explains the importance of the AES with the
combination of Vedic-mathematics. There are mainly
four steps in AES, which include add-round key, sub-
bytes, shift-rows, mix-columns. This paper mainly
concentrates on mix-columns. The analysis and
simulation is done using MATLAB, Modelsim tools.
This method of implementing AES using Vedic-
mathematics improves the performance in terms of
speed, power and area.
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I.  INTRODUCTION

Cryptography is a well-known data security algorithm
which is used till date. Cryptography is a science of
converting message into unrecognizable form and
provides resistance for stealing the information. Secure
information is an important part of communication.
Making changes in secret keys rises a provision of
complexity and security of the algorithm. Cryptographic
algorithms consume large memory space and more
execution time. AES is a symmetric key cipher which
does both encryption and decryption on blocks of data.

The most commonly used encryption standard is
advanced encryption standard. This standard is defined as
the strongest encryption algorithm. Even though it is a
strongest algorithm, hackers have been successful in
breaking the algorithm and retrieving the hidden data.
This rises a requirement to develop more secure
algorithm. Thus, to develop a secure algorithm AES is
combined with the Vedic-mathematics to perform
multiplications involved in AES. This increases the
efficiency of the algorithm with respect to area and
power.
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II. EXISTING SYSTEM

The AES is algorithm is a symmetric block cipher
which has different block lengths and key lengths
specified to be 128, 192, 256 bits. The AES parameters
depend on the key length. The four different stages of
AES are add round-key, substitution-bytes, shift-rows and
mix-columns. A 4x4 matrix is known as a state array.
Each byte in a state array is a component within a Galois’
field 28. Depending on the size of the key, the number of
rounds are 10, 12, 14 for 128, 192, 256 bits respectively.
In every round all the four steps of AES are performed.
The existing method depends on the look table approach.

State array l:

A 4

Sub-bytes Shift-rows [ | Mix-column [ ! Add round key

Fig 1.  Single round AES for encryption

Each round of AES includes the following basic steps:

i) Add Round Key: Add round-key step involves bit-
XORing round key with the state array matrix. Key
is often generated using the key expansion
algorithm.

il) Sub-Bytes: The data obtained by the Add round-key
is then modified by sub-byte transformation. This
step uses a table of pre-defined value called S-BOX
table. It performs byte by byte substitution of each
byte of the state array matrix. The inverse of this
step is performed at the decryption which uses
Inverse S-BOX table.

iil) Shift Rows: 1t is cyclic shift of elements to the left
by one position for the matrix obtained by the sub-
bytes step. The first row elements remain the same
as the sub-byte matrix. The shifting of elements is
done row wise.

iv) Mix-Columns: Mix-columns are implemented by
performing matrix multiplication using Galois’ field
i.e. GF(2®). For the mixed columns step to perform
requires a pre-defined look up table for both
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encryption and decryption. All the 256 values have
to be stored to perform multiplication. A state
matrix for encryption and decryption are defined for

mix-columns.
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The state matrices are:

SBox values

‘IIEHHIII'

Enter the two hexadecimal
numbers to be multiplied in
Galois field{nl.n2)

!

| Ansl = Look up to 'L’ table for nl |

)

| Ans2? = Refer to 'L’ table for n2

.

Ans3 = Ansl + Ans2

Ansd = Ans3

2

G = =

WO o &

Fig 3.

Flowchart of existing system
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for decryption.

III. PROPOSED SYSTEM

Vedic-mathematics is an ancient form of mathematics.
There are 16 sutras or formulas in Vedic- mathematics.
These formulas are very easy to learn, analyze and are
used for fast computation. For multiplication
UrdhwaTriyakbhyam is the most popular sutra.
UrdhwaTriyakbhyam means “vertically clockwise”.
Multiplication starts from the extreme digits each time
when we multiply. Then the results are concatenated to
get the final product.

In this method of multiplication the intermediate
values are obtained by ANDing the inputs and adding the
bi-product. In Vedic-mathematics addition is not used.
Instead XOR operation is used. This is also done Galios’
field GF(2"). Hence the output we get is limited to 8bits.
The advantage of this method is that, multiplication of
large number of bits can be performed with the smaller
and efficient multiplier. This is used for unsigned
numbers and also for binary numbers.

E Table

0 1 2 3 4 5 6 7 8 9 A B C D E F
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9F BA D5 €4 AC EF 2A 7E 82 9D BC DF 7A 8E 89 80
9B B6 Cl1 58 E8 23 65 AF EA 25 6F Bl C8 43 C5 54
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Fig4. E and L-tables
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The structure of UrdhwaTriyakbhyam looks like array
multiplier structure. The overall delay is reduced by the
implementation of this sutra. We can obtain the product
of two umbers in the single step. Hence this approach is
area and speed efficient.

This method is applied for both mix-columns in
encryption and inverse mix-columns in decryption.
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The architecture was implemented on a Spartan 3
FPGA and the area and speed values for the same are
showcased in table 2.

a3 a2 al aD a3 aZ al a0

b3 b2 bl b0 b3 b2 bl bO
Step 1 Step 2

al a2l al ad a3 az al a0

b3 BZ b1l bO b2 b2 bl b0
Step 3 Step 4
a3 a2 al a0 a3 a2 al a0

b3 b2 bl bO
Step S

b3 b2 bl b0
Srep 6

a3 aZ al a0

b3 b2 bl bO
Siep 7

Fig5. Vedic-multiplication

Bit pattern Key length Block length No. of
(words) (words) rounds
AES-128 4 4 10
AES-192 6 5 12
AES-256 8 4 14
Table 1. No. of rounds of AES
Methods No. of cycles (max) | No. of registers
LUT 6 4088
Vedic multiplier 4 8

Table 2. No. of registers and cycles of operation

IV. SIMULATION RESULTS

The following figures show input and output
waveforms depicting the outcomes of AES.

Messages

Jjeomb_vedicfal
fcomb_vedic/a2
fcomb_vedic/a3
Jcomb_vedic/a4
- fcomb_vedic/as
Jcomb_vedic/ag
" fcomb_vedic/a7
Jeomb_vedic/a8
Jjeomb_vedic/a9
fcomb_vedic/a10
Jeomb_vedic/ail
Jeomb_vedicfa12
feomb_vedicfal3
Jcomb_vedic/a14
*. fcomb_vedic/a15
Jeomb_vedicfa 16

Fig 6. Input values
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Jeomb_vedicfp1
Jeomb_vedic/p2
Jeomb_vedic/p3
Jeomb_vedic/p4
Jeomb_vedic/pS
Jfeomb_vedicfp6
Jeomb_vedic/p7
Jeomb_vedicfp8
Jcomb_vedicfps

Jeomb_vedic/p10
Jeomb_vedic/p11
Jeomb_vedicfp12
Jeomb_vedic/p13
Jfeomb_vedicfp14
Jfeomb_vedic/p15
Jeomb_vedic/p16

Cursor 1

Fig7.  Output waveform

V. CONCLUSION

In this paper encryption is performed using 128 bit
key with the use of Vedic mathematics. This network
security algorithm has wide application in communication
security. The code can be optimized for efficient area and
time consumption parameters and used for high end
applications.
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