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Abstract: Security in transmission storage of digital
image has its important data and image
communication. AES is a well-known cipher that has
block cipher which has several advantages. AES
algorithm used for text data and also suitable for image
encryption and decryption to protects confidential
image data from an unauthorized access. In this paper
we are developing verilog code to implement 128 bits
AES for image encryption and decryption which is
synthesized and simulated on FPGA family of Spartan-
6 using Xilinx ISE 12.4 tool.
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I. INTRODUCTION

With the development of Computer Network and
Communication Technology, a great mass of data and
information need to be exchanged by public
communication networks. High efficiency and high safety
of Data transmission become much more important.
Cryptography plays an important role in the security of
data. It enables us to store sensitive information or
transmit it across insecure networks so that
unauthorized persons cannot read it.

The exchange of digital data in cryptography results
in different algorithm that can be classified into two
cryptographic mechanisms[2].Symmetric key in which
same key is used for encryption and decryption and
asymmetric key in which different keys are used for
encryption and decryptions. Symmetric key algorithms
are much faster and easier to implement and generally
requires less processing power when compared with
asymmetric key algorithms.

In this cryptography, high efficiency and high safety
of Data transmission become much more important. The
appearance of DES (Data Encryption standard) solved
many fields of information security problems. But, the
security strength of DES is hard to adapt the new security
needs by the development of password analysis level[1].
The National Institute of Standards and Technology
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(NIST) declared Rijndael algorithm as the Advanced
Encryption Standard (AES) in October 2000[1].

Concept of Encryption and Decryption is shown in
Figure 1.0riginal image on the left is encrypted using a
key to generate encrypted image in the middle of the
figure. When the same key is used decryption generates
identical image. AES algorithm is not only for the text
data, it can applied for the images, usually image
processing deals with a image, which is composed of
many image points[5].

Encrypted Image | Decrypted Image

Input Image
Key Key—

Fig 1. Concept of Encryption and Decryption

The image points, namely pixels, spatial co-ordinates
that indicate the position of the points in the image and
intensity values. The applications of the image processing
have been commonly found in the Military
communication, Forensics, Robotics, Intelligent systems
etc. In this paper, we implement the AES algorithm which
is an efficient scheme for both hardware and software
implementation.

II. FUNCTIONAL BLOCK DIAGRAM

The functional block diagram of the system is shown
in Fig 2. MATLAB is usually required to READ the
image, which converts input image into its respective
pixel values. Image which has to be secured is taken. The
pixel values are given as input to AES-CORE with add-
round key. AES undergo with encryption and decryption
with its respective steps and the decrypted data, that is
output can be seen on FPGA by writing Verilog code for
the decrypted data. FPGA [Field Programmable Gate
Array] supports for both hardware and software system.
As we are using symmetric key which is a secret key,
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same key should be used at both transmitter and receiver
sides. When key matches at the receiver side the output
can be on FPGA and these values are displayed on LCD.
Keyboard is used to input the key that is symmetric key.

The original image can be overviewed through
MATLAB.
IMAGE
MATLAB ]—P AES CORE »  FPGA
) ’ ) A
ORIGINAL - N .
IMAGE ] MATLAB »| KEY-BOARD ]

Fig2. Functional block diagram

III. AES ALGORITHM

The algorithm is composed of three main parts:
Cipher, Inverse Cipher and Key Expansion. Cipher
converts data to an unintelligible form called cipher text
while Inverse Cipher converts data back into its original
form called plaintext. Key Expansion generates a Key
Schedule that is used in Cipher and Inverse Cipher
procedure. Cipher and Inverse Cipher are composed of
specific number of rounds.

It accepts block of Size 128, 192 or 256 bits.
Independently the key length can be 128, 192 or 256 bits
[2]. All encryption/decryption modes are done in 10, 12
or 14 round depends on the size of the block and the key
length chosen as shown in the figure 2. AES merely
allows a 128 bit data length that can be divided into four
basic operation blocks [6]. These blocks operate on array
of bytes and organized as a 4x4 matrix.

Key Length | Block Size | Number of Rounds
AES 128 4 4 10
AES 192 6 4 12
AES 256 8 4 14

Table 1. Different AES Blocks

A. Encryption

AES algorithm begins with an Add round key stage
followed by nine rounds with four stages and a tenth
round of three stages which applies for both encryption
and decryption algorithm[1][2][4].These rounds are
governed by four stages:

e Substitute Bytes
e Shift rows
e Mix columns

¢ Add round key
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The tenth round Mix columns stage is not included.

The first nine rounds of the decryption algorithm are
governed by the following four stages:

Inverse Shift rows
Inverse Substitute Bytes
Add round key

Inverse Mix columns

The Overall flow of the encryption and decryption

algorithm of the AES algorithm is show in Fig 3.
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Fig3. AES Design Flow

The four different transformations are described in

detail below:

a)

b)

Sub Bytes Transformation: It is a non-linear
substitution of bytes that operates independently on
each byte of the State using a substitution table (S
box) as shown in Figure 4. This S-box is constructed
by using Galois Field-GF (2*) with irreducible
polynomial,
m(x)=x"+x+x +x+ 1.

The element is mapped to itself. Then affine
transformation is applied (over GF (2)).

Shift Rows Transformation: Cyclically shifts the rows
of the State over different offsets. In this shift
transformation the bytes in the last three rows of the
state are cyclically shifted over 1, 2, 3 bytes to the
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left, respectively. First row is not shifted as shown in
the figure 6. The operation is almost the same in the
decryption process except for the fact that the shifting
offsets have different values.

S-Box
Seo | Sei 57/1 Sp3 S%o | S'e1| Sea| S'es
Sie 12 | Si3 S'Le , Bz | 53
Srec 5"
Sz |wIrT 922 | Sa23 Sho | mzT 7922 | S
Szo | Sa1 | 832 | Sas S0 | 81| 852 83

Fig4. Sub-byte operation

Rows shift
Soo | Se1 | Soz | Sos S%0 | 8%1 | Soz| Sos
S1o | Su1 | S12 | Si3 S0 | S| Sz | Sz
Sag | S21 | S22 | S23 S0 | 821 | S22 | S
Sso | San | Ssz | Sas S50 [ 81| 82| S5

Fig 5. Shift rows Operation

¢) Mix Columns Transformation: This transformation
operates on the State column-by-column, treating
each column as a four-term polynomial[6]. The
columns are considered as polynomials over GF (2%)
and multiplied by modulo x* + 1 with a fixed
polynomial equation,
a(x) = {03} x’+ {01} x*+ {01} x+ {02}

The result is the corresponding column of the output
state is as shown in Figure 6.

Mix Column

So.c S'0.c
S Soz2 | Sos S'oo | | S'ea | S"pa
S10| Suc | Sz | Sis S S'ic B2 | SN2
SJ:D Sz}c SJ:J 81:3 S’Z,D 5’2)(: 3'2|2 Srzla
SJ 0 SB,C SLJ SLS S II3||] S '3JC o Falz S Fala
[ I I

Fig6. Mix Column Operation

d) Add Round Key Transformation: The Add Round
Key operation is as shown in Figure 8, which is a
simple XOR operation between the State and the
Round Key. The Round Key is derived from the
Cipher key by means of key schedule process. The
State and Round Key are of the same size and to
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obtain the next State an XOR operation is done per

element:

b@,j)=a(,j) @k, j)
ap,0 ap,1 | 202 | 203 k::-a k{):l k:u 1'f-:-:s
ao ap) | az | a3 kip | kg | kip | ks
10 az1 | dz2 | 23 kip | kap | kaa | kas
LR I LR 2| ass ko |k ke | ks

\? /
bog | b1 | boz | bes

Fig 7. Add Round Key Operation

Key Expansion: Each round key is a 4-word (128-bit)
array generated as a product of the previous round
key, a constant that changes each round [9], and a
series of S-Box lookups for each 32-bit word of the
key.

B. Decryption

For decryption, the same process occurs simply in
reverse order — taking the 128-bit block of cipher text and
converting it to plaintext by the application of the inverse
of the four operations. AddRoundKey is the same for
both encryption and decryption [3][7]. However the three
other functions have inverses used in the decryption
process: Inverse Sub Bytes, Inverse Shift Rows, and
Inverse Mix Columns.

This process is direct inverse of the Encryption
process. All the transformations applied in Encryption
process are inversely applied to this process.

IV. IMPLEMENTATION

A. AES Encryption

The AES Encryption block is as shown in Figure 8,
the encryption parameters are the input plaintext, the key
size and the output cipher text. First, we have to map the
16 byte input plaintext in the correct order to the 4x4 byte
state, calculate the number of rounds based on the key
Size and expand the key using our key schedule. At round
one plaintext and key is XORed, the remaining nine
rounds which has to apply all four operations: Substitute
Bytes, Shift rows, Mix columns, Add round key. The
tenth round Mix columns stage is not included and round
key was generated during each iteration [7]. Here simple
XOR of each byte of the key with the respective byte of
the state is done to get cipher text of the Encryption
algorithm [10].
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Clock
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Encrypt AES
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(127:0)
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Fig 8. AES Encryption Block

B. AES Decryption

AES Decryption, the same encryption process occurs
simply in reverse order. The decryption block is as shown
in Figure 9, the encryption parameters are the input cipher
text, the key and the output plaintext should be same as
encryption input [8]. In decryption the key schedule
remains the same; the only operations we need to
implement are the Inverse Sub Bytes, Shift Rows and
Mix Columns, while Add Round Key stays the same.

Clock——— p|
Reset
Decrypt AES
Signal
Cipher text
(127:0) » Block
Key
(127:0)

———>Plain Text
(127:0)

Decryption Ready

Fig9. AES Decryption Block

V. SIMULATION RESULTS

The waveforms generated for the Image Encryption
and Decryption Process is shown in the figure below.

4 Jaes 128 b vitk

4 thyfesst [
4 fas_128_th vldsoypt | |1
4 Jaes 128.th vjstart |

- fass_128.th vldata o
4 Jaes_128 th vluatick

BT60ps

Fig 10. Simulation Waveform

Encryption Process (128 bit)
Plain Text: 00112233445566778899aabbccddeeft.
Key: 000102030405060708090a0b0c0d0e0f.
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Cipher Text: 69¢4e0d86a7b0430d8cdb78070b4cS55a.
Decryption Process (128 bit)

Cipher Text: 69¢4e0d86a7b0430d8cdb78070b4cS55a.

Key: 000102030405060708090a0b0c0d0e0f.

Plain Text: 00112233445566778899aabbccddeeft.

VI. CONCLUSION

A Successful implementation of AES algorithm is one
of the best encryption and decryption standard available
in market. In this paper, Image Encryption and
Decryption using AES is designed and implemented to
protect the confidential image data from an unauthorized
access. It helps to explore the path to implement such an
algorithm using Verilog code that is synthesized and
simulated using the ISE 12.4 in Xilinx Family Spartan-6
The Maximum Frequency achieved from the design is
165.462MHz and the throughput reaches the value of
252.132Mbit/sec for Image Encryption and Decryption.
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